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2113123, 4:44 PM CSIT 244: Digital Forensics Fundamentals
Institution Middlesex County College
Course Title Computer Forensics
Course Number CSC 258

Number of Credits 3

Comments

Institution Brookdale CC

Course Title Computer Forensics and Investigation
Course Number NETW 236

Number of Credits 3

Comments

Institution Camden County College

Course Title Digital Forensics & Investigation
Course Number CST 210

Number of Credits 3

Comments

Institution Essex County College

Course Title Computer & Internet Forensics
Course Number CSC 230

Number of Credits 3

Comments
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Institution

Course Title
Course Number
Number of Credits

Comments

Institution

Course Title
Course Number
Number of Credits

Comments

Institution

Course Title
Course Number
Number of Credits

Comments

Institution

Course Title
Course Number
Number of Credits

Comments

CSIT 244: Digital Forensics Fundamentals

Passaic County CC
Computer Forensics and Investigation
CIS 289

3

Raritan Valley CC
Privacy, Ethics, & Computer Forensics
NTWK 274

3

Rowan College of South Jersey
Computer Forensics
CS 241

3

Union County College
Digital Forensics Essentials
CST 170

3
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Transferability of Course

Georgian Court

University

Course Code, Title, and Credits Transfer Catagory

EC Elective Credit, 3 | Elective

Kean University

Course Code, Title, and Credits Transfer Catagory
TECHX1003, 3 Technology Elective
Monmouth
University
Course Code, Title, and Credits Transfer Catagory

FE0001 100-level Free Elective 3 Elective

Rowan University
Course Code, Title, and Credits Transfer Catagory

CST 03252, Foundations of Required

Computer Forensics, 3

Rutgers - New
Brunswick, Mason
Gross School of the
Arts

Stockton University

Course Code, Title, and Credits Transfer Catagory

CSISEC, Computer Science & Info  Computer Science Elective
Systems Elective, 3

If not transferable
to any institution,
explain:

https://catwork.acean.edu/courseleaf/approve/?role=admin

If non-transferable; select status

If non-transferable; select status

If non-transferable; select status

If non-transferable; select status

If non-transferable; select status
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2113123, 4:44 PM CSIT 244: Digital Forensics Fundamentals

10. Course Learning Outcomes

Learning Outcomes

Students who successfully complete this course will be able to:

LAHIBITR -

CLO1 Discuss the fundamental concepts of computer forensics, digital evidence, forensic |

readiness, identify the roles and responsibilities of a forensic investigator and

review legal compliance issues in computer forensics.

CLO2 Examine the computer forensic investigation process and its phases.

CLO3 Describe different disk drives, characteristics, and logical structure, understand

Windows, Linux, and Mac boot processes, and examine various file systems and

formats.
CLO4 Discuss data acquisition concepts, types, format, and methodology.
CLO5S Examine various anti-forensics techniques and identify countermeasures.
CLO6 Examine various volatile and non-volatile information gathering techniques for

Windows, Linux, and Mac systems, including Windows memory and registry

analysis, cache, cookie, history analysis, and metadata investigation.

CLO7 Explain network forensics fundamentals, event correlation, and perform network

traffic investigation.

CLO8 Appraise web server logs and perform web application forensics to detect and

investigate various attacks on web applications.

CLO9S Discuss malware forensics fundamentals, list and perform different types of
malware analysis.

11. Topical Outline

(include as many themes/skills as needed)

Major Themes/ Skills Assignments Assessments
(Recommended but not (Recommended but not
limited to) limited to)
TO1 1. Fundamentals of Reading, Class discussion  Quiz/ Exam

Computer Forensics
2. Digital Evidence

3. Forensic Readiness
4. Roles and

htips://catwork.ocean.edulcourseleaffapprove/?role=admin

Course
Learning
Outcome(s)

CLO1, CLO2
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2/13/23, 4:44 PM

Major Themes/ Skills

Responsibilities of a
Forensic

Investigator

5. Legal Compliance in

Computer Forensics

TO2 1. Forensic Investigation
Process and its
Importance
2. Forensic Investigation
Process - Pre-
investigation Phase
3. Forensic Investigation
Process - Investigation
Phase
4. Forensic Investigation
Process - Post-

investigation Phase

TO3 1. Different Types of Disk

Drives and their
Characteristics

2. Logical Structure of a
Disk

3. Booting Process of

Windows, Linux, and Mac

Operating Systems
4, File Systems of

Windows, Linux, and Mac

Operating Systems

5. File System Examination

TO4 1. Data Acquisition
Fundamentals
2. Types of Data

Acquisition

3. Data Acquisition Format

4, Data Acquisition
Methodology

CSIT 244: Digital Forensics Fundamentals

Assignments
(Recommended but not
limited to)

Reading, Class discussion

Reading, Class discussion

Reading, Class discussion

hitps:/icatwork.ocean.edu/courseleaffapprove/?role=admin

Assessments
(Recommended but not
limited to)

Quiz/ Exam

Quiz/ Exam

Quiz/ Exam

EXHIBITR -
Course
Learning

Outcome(s)

CLO3

CLO2, CLO3

CLO4, CLO5
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Major Themes/ Skills

5. Anti-forensics and its
Techniques
6. Anti-forensics

Countermeasures

TO5 1. Volatile and Non-
Volatile Information

2. Windows Memory and

Registry Analysis
3. Cache, Cookie, and

History Recorded in Web

Browsers

4. Windows Files and
Metadata

5. Volatile and Non-
Volatile Data in Linux
6. Memory Forensics

7. Mac Forensics

TO6 1. Network Forensics
Fundamentals
2. Event Correlation
Concepts and Types
3. ldentify Indicators of

Compromise (loCs) from

Network Logs

4, Investigate Network
Traffic

5. Web Application
Forensics

6. IS and Apache Web
Server Logs

TO7 1. Investigating Web

Attacks on Windows-based

Servers

2. Detect and Investigate

Attacks on Web
Applications

CSIT 244: Digital Forensics Fundamentals

Assignments Assessments

(Recommended but not (Recommended but not

limited to) limited to)
Reading, Class discussion | Quiz/ Exam
Reading, Class discussion  Quiz/ Exam
Reading, Class discussion  Quiz/ Exam

hitps:/icatwork.ocean.edu/courseleaffapprove/?role=admin
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Course
Learning
Outcome(s)

CLO4, CLO5

CLO5, CLO6

CLO6, CLO7

10114



12. Methods of Instruction

W

2/13/23, 4.44 PM

Major Themes/ Skills

(Recommended but not

3. Dark Web
4, Dark Web Forensics

5. Tor Browser Forensic

TO8 1. Email Basics
2. Email Crime
Investigation and its Steps
3. Malware, its
Components and
Distribution Methods
4, Malware Forensics
Fundamentals
5. PowerShell Scripts

Assignments

CSIT 244: Digital Forensics Fundamentals

Assessments
(Recommended but not

limited to) limited to)
Reading, Class discussion | Quiz/ Exam
Reading, Class discussion  Quiz/ Exam

TO9 1. Recognize Types of
Malware Analysis
2. Static Malware Analysis
3. Analyze Suspicious
Word Documents
4. Dynamic Malware
Analysis
5. System Behavior
Analysis
6. Network Behavior
Analysis

7. Communication

In the structuring of
this course, what
major methods of
instruction will be
utilized?

Class lecture, presentations, discussions, lab assignments/exercises, case studies and projects.

https://catwork.ocean.edulcourseleaf/fapprove/?role=admin

EXHIBITS -

Course
Learning

Outcome(s)

CLO7, CLOS,
CLO6

CLOS, CLOS
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2/13/23, 4.44 PM CSIT 244: Digital Forensics Fundamentals

13. General Education Goals Addressed by this Course (this section is to
fulfill state requirements)

Information
Communication-Written and Oral Yes
Related Course CLO1-CLO9

Learning Outcome

Related Outline TO1-TO9
Component

Assessment of General Education Goal (Recommended but not limited to)

N/A

Quantitative Knowledge and Skills

Scientific Knowledge and Reasoning

Technological Competency Yes

Related Course CLO1-CLO9

Learning Outcome

Related Outline TO1-TO9
Component

Assessment of General Education Goal (Recommended but not limited to)

N/A

Information Literacy Yes

Related Course CLO1-CLO9

Learning Outcome

Related Outline TO1-TO9
Component

https://catwork.ocean.edu/courseleaf/approve/?role=admin 12114
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2M3/23, 444 PM CSIT 244: Digital Forensics Fundamentals

Assessment of General Education Goal (Recommended but not limited to)

N/A

Society and Human Behavior

Humanistic Perspective

Historical Perspective

Global and Cultural Awareness

Ethical Reasoning and Action

Independent/Critical Thinking

14. Needs

Instructional
Materials (text
etc.):
Text: Appropriate textbook(s) will be selected. Please contact the department for current

adoptions.

Technology Needs:
N/A

Human Resource
Needs (Presently
Employed vs. New
Faculty):

N/A

Facility Needs:
N/A

Library needs:
N/A

https://catwork.ocean.edu/courseleaf/approve/?role=admin 13/14
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15. Grade Determinants

The final grade in the course will be the cumulative grade based on the following letter grades

or their numerical equivalents for the course assighments and examinations
A: Excellent

B+: Very Good

B: Good

C+: Above Average

C: Average

D: Below Average

F: Failure

I: Incomplete

R: Audit

For more detailed information on the Ocean County College grading system, please see Policy

#5154.

Reviewer
Comments
Cynthia Fallon (cfallon) (12/06/22 11:07 am): Rollback: At your request.

Susan O'Connor (soconnor) (01/19/23 3:35 pm): will be required coursework for new
AAS.CS/IT.CYBER

Susan O'Connor (soconnor) (01/19/23 3:42 pm): will be required coursework for new
AAS.CS/IT.CYBER

Key: 2280

Preview Bridge

https://catwork.ocean.edu/courseleaffapprove/?role=admin 14/14
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2113123, 4:.38 PM AA.GLOBL: Global Studies, Associate in Arts

Program Change Request

A deleted record cannot be edited

Program Inactivation Proposal
Date Submitted: 01/09/23 10:59 am

viewing: AA.GLOBL : Global Studies, Associate in

Arts

Last approved: 01/26/21 6:59 pm
Last edit: 01/09/23 10:59 am

Changes proposed by: Susan O'Connor (soconnor)

Catalog Pages Using
this Program
Global Studies, Associate in Arts

« | '
Final Catalog 2023-2024

Rationale for
Inactivation

hitps://catwork.ocean.edu/courseleaf/approve/?role=admin

EXHIBIT -

In Workflow
| 1.

BS Academic
Administrator

. BS Dean
. Director of

Curriculum

. Curriculum

Committee Chair

. Senate Chair
. Vice President of

Academic Affairs

. President's

Leadership Team
Chair

8. President

9. Board of Trustees

- 10.

1.

Chair
Academic
Administrator for

Programs

' Approval Path

01/09/23 11:04 am
Susan O'Connor
(soconnor):
Approved for BS
Academic
Administrator

.01/09/23 1:31 pm

Rosann Bar (rbar):
Approved for BS
Dean

.01/09/23 1:49 pm

Susan O'Connor

(soconnor):

111

9



2/13/23, 4:38 PM AA.GLOBL: Global Studies, Associate in Arts

"This degree has had low enrollment and students can achieve similar outcomes through the

EXHIBIT B -

Approved for
Director of

Curriculum

.01/12/23 3:46 pm

Heather Sciarappa
(hsciarappa):
Approved for
Curriculum

Committee Chair

.02/02/23 4:13 pm

Robert Marchie
(rmarchie):
Approved for
Senate Chair

.02/02/23 4:44 pm

Joseph Konopka
(jkonopka):
Approved for Vice
President of
Academic Affairs

History

AA Liberal Arts"

Placed on hiatus in spring of 2023 for 23-24 calendar year through termination or

reintroduction.

Program Type Associate of Arts (AA)
Program Title Global Studies, Associate in Arts
Academic School Business and Social Sciences

Will this program exceed the programmatic mission level for the
Institution?

hitps:/icatwork.ocean.edu/courseleaffapprove/?role=admin

1. Jan 26, 2021 by

Susan O'Connor

(soconnor)

2. Jan 26, 2021 by

Susan O'Connor

(soconnor)

2111
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2/13/23, 4:38 PM AA.GLOBL: Global Studies, Associate in Arts

Effective Catalog 2023-2024
Year

Program Code AA.GLOBL

CIP Code N/A - N/A

Is this a new
program
annhouncement?

Campus(es) where
the program will be
offered.

Is licensure required of program graduates to gain employment?
Will the institution seek accreditation for this program?

If yes, list the
accrediting

organization:

List the institutions
with which
articulation
agreements will be

arranged

Program Description

The Global Studies program allows students to complete the first two years of their college education by selecting
courses from a range of offerings based on their interest and transfer needs. These courses prepare students to

transfer to baccalaureate programs with majors in global studies, international politics, and foreign relations.

Program Objectives

https://catwork.ocean.edu/courseleaffapprove/?role=admin 3M
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EXHIBIT -

AA.GLOBL: Global Studies, Associate in Arts

Program Goals

PG1

Program goals

N/A

Program Learning

Outcomes

PLO1

PLO2

PLO3

PLO4

PLO5

Students who successfully complete this program will be able to:

Demonstrate an understanding of a set of cultural values and beliefs other
than their own.

Discuss the impact of modernity and technology on tradition and

demographic change in lesser developed countries.

Apply the knowledge base from many disciplines to the study of the

international community.

In their native language — and possibly in another world language —
demonstrate oral and written language skills which promote global

communication.

Demonstrate an awareness of international career and study opportunities in
government, business, education, and in organizations servicing international

concerns.

Learning Outcomes Display (show only)

g

Course Code PLO1 PLO 2 PLO3 PLO 4 PLOS

FirstSemester

ENGL 151 [#'

POLI 101 [

HIST 181 [#'

STSC 150 [

SecondSemester

ENGL 152 [#'

POLI 263 [#'

COMM 154

HIST 182 [#'

https:/icatwork.ocean.edu/courseleaffapprove/?role=admin
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2113123, 4:38 PM

Course Code
ANTH 134 [#'
ARTS 181 [#'
ARTS 182 [#'
ARTS 191 [#'
ARTS 205 [#'
ENGL 222 [#'
ENGL 225 [#'
ENGL 226 [#'
ENGL 235 [#'
ENGL 237 [
ENGL 255 [#'
ENGL 256 [#'
FILM 190 [#
GEOG 161 [#
GEOG 162 [#'
HIST 185 [#'
HIST 272 [#'
HIST 275 [#'
HIST 278 [#'
HIST 280 [#'
HUMN 200 [#'
HUMN 201 ('
MUSC 194 [#
PHIL192 [#
POLI 265 [
POLI 268 [#'
pPSYC 175 [#'
RELG 193 [#'
RELG 293 [#'

socl 181 [

PLO1

hitps:/catwork.ocean.edu/courseleaf/approve/?role=admin

AA.GLOBL: Global Studies, Associate in Arts

PLO2

PLO 3

PLO 4

EXHIBIT B -

PLO 5

g
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Course Code
soci231[#
ANTH 134 [#'
ARTS 181 [#'
ARTS 182 [#
ARTS 191 [#'
ARTS 205 [#'
ENGL 222 [#'
ENGL 225 [#'
ENGL 226 [#'
ENGL 235 [2'
ENGL 237 [#'
ENGL 255 [#'
ENGL 256 [#'
FILM 190 [#
GEOG 161 [#
GEOG 162 [#
HIST 185 [#'
HIST 272 [#
HIST 275 [#'
HIST 278 [#'
HIST 280 [#'
HUMN 200 [#'
HUMN 201 [#
MUSC 194 [
PHIL 192 [#'
POLI 263 [#
POLI 265 [#
POLI 268 [#'
pSYC 175 [

RELG 193 [#'

PLO1

https://catwork.ocean.edu/courseleaf/approve/?role=admin

AA.GLOBL: Global Studies, Associate in Arts

PLO 2

PLO3

PLO 4

EXHIBIT B -

PLO 5

9
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2113123, 4:38 PM AA.GLOBL: Global Studies, Associate in Arts
Course Code PLO1 PLO 2 PLO 3 PLO 4 PLOS
RELG 293 [#'
SOCI 181 [#

soci231[#

FirstSemester
ENGL 151 [#'
POLI 101 [
HIST 181 [#'
STSC 150 [#'
SecondSemester
ENGL 152 [#'

COMM 154
E"O

HIST 182 [#'

College-wide Assessment of Program Learning Outcomes

- A Graduate Exit Survey and Noel Levitz Student Satisfaction Survey are undertaken in order

to gauge overall student satisfaction with college programs.

- Course Level Assessment — 40 high enrollment courses from across all academic disciplines is
conduced yearly on a three year cycle. Faculty develop specific assessment instruments/plans
aligned to all course learning outcomes; specific recommendations for improvements in

instruction, or curriculum are made based upon the results.

- Each course is individually digitally assessed at the end of each term for faculty performance
and student satisfaction

- General Education Assessment — The college has 11 General Education goals and outcomes
based on the NJCCC/AOA General Education Foundation; these are assessed cyclically each
semester; there is a randomized selection of courses and students for inclusion in the
assessment each semester; faculty teaching selected sections are required to submit the
selected assignments for the students in their sections who have also been randomly
selected. A faculty and staff committee works in teams to assess the submitted works using an
appropriate AAC&U Value Rubric. Recommendations for curricular improvements, faculty

workshops, etc. are made based on the data.

https://catwork.acean.edu/courseleaffapprove/?role=admin 7M
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2/13/23, 4:38 PM AA.GLOBL: Global Studies, Assaciate in Arts

- Program Assessment — Program Assessment is conducted for all programs on a five year
cycle; the program is reviewed and assessed in its entirety through indirect and direct
assessment (i.e. testing, portfolio review, and artifact collection; student and alumni surveys,
focus groups), and requires a full audit of all curriculum, faculty, enrollment and graduation
trends, and advisory board recommendations, concluding in specific recommendations for
improvement and planning, based upon the data collected

- Retention/Graduate rates are assessed college-wide for all first-time, full time students.

- Transfer rates are assessed at three years for first time, full-time students who non-
completers.

Required Qualifications

Program Requirements

Plan of Study Grid

First Semester Credit Hours
ENGL 151 English | 3
Mathematics Gen. Ed. Requirement L 3
POLI 101 Global Issues 3
HIST 181 World Civilization to 1660 3
STSC 150 Student Success Seminar 2
Credit Hours 14
Second Semester
ENGL 152 English Il
POLI 263 Introduction to International Relations

or POLI 265 or Comparative Politics and Government
Global Studies Program Elective
COMM 154 Fundamentals of Public Speaking
HIST 182 World Civilization From 1660
Credit Hours 15
Third Semester
Global Studies Program Elective

Social Science Gen. Ed. Requirement

6

Lab Science Gen. Ed. Requirement * 4
3

s 3

World Language — 1st in a sequence
Credit Hours 16
Fourth Semester

Global Studies Program Elective - Travel Seminar course preferred3

Humanities Gen. Ed. Requirement 3
Mathematics or Lab Science Gen. Ed. Requirement * 3-4
Technology Gen. Ed. Requirement ! 3

hitps:/lcatwork.ocean.edu/courseleaffapprove/?role=admin 811
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World Language — 2nd in a sequence

2

Elective to meet 60 credits

1

Credit Hours
Total Credit Hours

erBiTg - 9

AA.GLOBL: Global Studies, Associate in Arts

3

0-1
15-17
60-62

Students must select one math course, one lab science course, and one technology course and complete the 12

credit requirement with any additional math or science course from the list of Approved General Education Courses.

Students may attempt to “test out” of the technology requirement. If they succeed, they must take an additional
course in math or science from the List of Approved General Education Courses.

2

World Language Courses (two sequential semesters of a foreign language is required — for example, SPAN | and I1).

Global Studies Program Electives

ANTH 134
ARTS 181
ARTS 182
ARTS 191
ARTS 205
ENGL 222
ENGL 225
ENGL 226
ENGL 235
ENGL 237
ENGL 255
ENGL 256
FILM 190
GEOG 161

GEOG 162

HIST 185
HIST 272
HIST 275
HIST 278
HIST 280

Cultural Anthropology

Art From Prehistory to Middle Ages
Art From Renaissance to Modern World
The Arts of the Islamic World

Modern Art

Indigenous American Literature
Chinese Literature in Translation
Arabic Literature in Translation
Literature and Myth

Multicultural Fairy and Folk Tales
World Literature Ancient through 1600
World Literature 1600 to Present
World Cinema

World Physical Geography

Human Geography

Survey of Middle Eastern Civilization
History of Russia

History and Culture of China

W oW W W W WwWwWwWwWwWwWwwwwwww

History of the Arab World Since World War 13

Modern Latin American History

HUMN 200Modernism and the Arts
HUMN 201Postmodernism and the Arts
MUSC 194 Introduction to World Music

PHIL 152
POLI 263
POLI 265
POLI 268
PSYC 175
RELG 193

Contemporary Ethical Issues
Introduction to International Relations
Comparative Politics and Government
Women and Politics

Cross-Cultural Psychology

World Religions

https://catwork.ocean.edu/courseleaf/approve/?role=admin
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2/13/23, 4:38 PM AA.GLOBL: Global Studies, Associate in Arts

RELG 293 Religious Experiences 3
SOCI 181 Introduction to Sociology
SOCI231 Social Problems

Any approved Travel Seminar course
2

W w W w

World Language courses

Degree Requirements Breakdown

GCOM Course Code & Title
ENGL 151
ENGL 152
COMM 154

GHUM Course Code & Title
WORLD LANGUAGE (I) COURSE
WORLD LANGUAGE (Il) COURSE
GEN. ED. HUMN

GHIS Course Code & Title
HIST 181
HIST 182

GSOC Course Code & Title
GEN. ED. SOCIAL SCIENCE
POLI 101

GDIV Course Code & Title
POLI 263 OR POLI 265

GMAT/ GSCI/ GTEC Course Code & Title

GEN. ED. MATH

GEN. ED. LAB SCIENCE

GEN. ED. MATH OR LAB SCIENCE

GEN. ED. TECHNOLOGY

https://catwork.ocean.edu/courseleaffapprove/?role=admin

3-4

Credits

Credits

Credits

Credits

Credits

Credits

EXHIBITB -

10/11
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Concentration
Courses

Elective Courses

Reviewer

Comments

AA.GLOBL: Global Studies, Associate in Aris

Course Code & Title

GLOBAL STUDIES ELECTIVE

GLOBAL STUDIES ELECTIVE

' GLOBAL STUDIES-TRAVEL

Course Code & Title

STSC 150

ELECTIVE

hitps://catwork.ocean.edu/courseleaffapprove/?role=admin

Credits

Credits
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Key: 33
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